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PE CUONG CHI TIET
HOQC PHAN: AN TOAN VA AN NINH MANG

1. Théng tin vé cic gidng vién hoc phan

Chure
STT Ho va tén danh, | Dia chi lién hé Dién thoai/Email Ghi chu
hoc vi
N ) ) Trudng
1 | Nguyén Dai Tho TS PTN ATTT nguyendaitho@vnu.edu.vn ;
hoc phan
2 Lé Dinh Thanh TS PTN ATTT thanhld@vnu.edu.vn Gidng vién
3 Doan Minh Phuong | ThS BM M&TTMT | phuongdm@vnu.edu.vn Giang vién

2. Thong tin chung vé hoc phan

Tén hoc phﬁn: An toan va an ninh mang
Ma s6 hoc phan: INT3307
Sé tin chi: 3
Gio tin chi ddi vai cac hoat dong (LT/ThH/TH): 39/6/0

Hoc phan tién quyét: INT2209 — Mang may tinh

Céc yéu cau doi véi hoc phan (néu co):

B¢ mon, Khoa phu trach hoc phﬁn: Bo mon M&TTMT, Khoa CNTT

3. Muc tiéu hoc phin

Kién thuc:

Céc bai giang cung cip cho hoc vién nhimng kién thirc sau day:

Céc khai niém co ban vé an ninh truyén thong va an ninh h¢ thong

Tong quan vé cac giai thudt va giao thirc ma héa khéi dbi xtmg, mat ma khéa cong
khai, cac phuong phéap xéac thuc, ham bam, chit ky so0, va cac k¥ thuat quan 1y khoa

Mot sb dich vu xéac thuc phé bién & muc ung dung

Mot sb phuong thirc chil yéu dam bao an ninh thu dién tir

Co ché an ninh mang ¢ tang IP

Mot so phuong thire chuan ddm bao an ninh cho cac giao tac trén nén Web

Ky nang:



mailto:nguyendaitho@vnu.edu.vn
mailto:thanhld@vnu.edu.vn
mailto:phuongdm@vnu.edu.vn

Cac bai tap ren luyén cho hoc vién nhiing k¥ nang sau day:

e Van dung cic phuong phap mat ma hoc trong cac giao thirc mang phuc vu muc
dich dam bao an ninh truyén thong

e Thao luan vé€ nhiing van dé chinh yé€u lién quan dén an ninh mang
e Phan tich phat hién cac yéu diém cua cac h¢ thong mang va cac hiém hoa tan cong

e Ap dung mét cach thich hop cac ky thuat cin ban dam bao an ninh truyén thong va
an ninh h¢ thong trong céc tinh hudng can thict

e D¢ xuat va xay dung céc giai phap dam bao an ninh cua cac h¢ thong mang

4. Chuin diu ra

uc tiéu

Noi dung Bac 1 Bac 2 Bac 3 Bac 4

1. Kién thire

1.3 Kién thirc chung ciia khdi nganh (M3)

1.3.2 Hiéu dugc dic thu chuyén nghiép trong cong
nghé, phan biét dugc nhitng nét dac trung cua yéu X
cau chuyén nghiép trong cong nghé

1.3.4 Hi€u va van dung dugc cac khai niém co ban
cua ly thuyét xac suat

1.4 Kién thirc chung ciia nhém nganh (M4)

1.4.1 Hiéu va van dung duoc cac kién thirc co ban vé
Toén roi1 rac dé xay dung cac thuat toan, toi uu cac X
giai phap trong cong nghé

1.4.6 Hiéu céac khéi niém co ban vé mang may tinh,
cac bd phan, cac giao thuc, cach thic truyén dir ligu X
trén mang

1.5 Kién thitc ciia nganh va bo trg (M5)

1.5.3 Van dung duogc céc kién thuac trong linh vuc
qudn tri mang

1.5.4 Hiéu va van dung duoc kién thirc chuyén sau
theo dinh hudéng “Mang may tinh” bao gom céc
chuyén dé vé quan tri mang, thuc hanh an ninh mang, X
mang khong ddy, truyén thong da phwong tién, lap
trinh mang, ...

1.5.5 - Hiéu va van dung dugc kién thire chuyén sau
theo dinh hudng “Truyén thong”, bao gdm céc
chuyén dé vé mang khong day, mang quang, thiét ké
va quan tri mang vién thong, mi hoa, ...

2. KV nang

2.1 K¥ nang cing

2.1.1 Cac ky nang nghé nghiép

2.1.1.1 Van dung céc kién thuc co ban vé Toan va
Vit Iy trong khoa hoc cong ngh¢ va doi song

2.1.1.5 Biét tim kiém, cap nhat, téng hop, khai thac
thong tin

X

2.1.1.6 Poc hiéu tai lidu tiéng Anh chuyén nganh

2.1.1.8 Biét sir dung cac kién thirc chuyén moén mot
cach linh hoat

2.1.2 K¥ niing lap ludn tw duy va giai quyét vin dé




uc tiéu

Noi dung Bacl | B

2.1.2.1 C6 k§ nang phat hién van dé

2.1.2.2 C6 k¥ nang danh gia va phan tich van dé

2.1.2.3 C6 k¥ ning giai quyét van dé chuyén mon

X|X|X|X| &

2.1.2.4 C6 ky nang md6 hinh hoa

2.1.3 Ky ning nghién ctru va kham pha kién thirc

2.1.3.2 C6 ky nang dung thyc nghiém dé kham pha
kién thirc

X

X

2.1.3.4 C6 k¥ nang ap dung kién thirc vao thyc té

2.1.4 K¥ niing tw duy theo hé thong

2.1.4.1 Cé tu duy logic

2.1.4.2 C6 tu duy phan tich, tong hop

X|X|X

2.1.4.3 Cé tu duy toan cuc

2.1.5 Hiéu boi cdnh xa hfi va ngoai cinh

2.1.5.1 Hiéu biét bdi canh x hoi va co quan X

2.1.5.2 Nhan thirc duoc vai tro va trach nhiém cua ca
nhan vdi xa hdi va co quan cong tac

2.1.5.3 Biét nam bat nhu cau x3 hoi doi voi kién thuc
khoa hoc chuyén nganh

2.1.7 Ning lue van dung kién thirc, k ning vao
thue tién

2.1.7.1 C6 nang luc phan tich yéu cau X

2.1.7.2 C6 nang luc thiét ké giai phap X

2.2 K¥ niing mém

2.2.1. Céc k¥ nang c4 nhin

2.2.1.1 Cé tu duy sang tao X

2.2.1.2 Cé tu duy phan bi¢n X

2.2.1.3 Biét dé xuat sang kién X

2.2.4. Ky nang giao tiép

2.2.4.1 Biét cach lap luan, sap xép ¥ tudng X

3. Vé pham chit dao dirc

3.1 Pham chit dao dirc ci nhan

3.1.1 Trung thyc X

3.1.4 Nhigt tinh X

5. Téom tit ngi dung mdn hec

Hoc phan gidi thi¢u cac nguyén 1y co ban cua an toan va an ninh mang, trong do tap trung vao
cac cong nghé va giao thirc chuan da dugc st dung rong rai dé dam bao an toan cho céac dir
li¢u truyén qua mang.

Hoc phan bat ddu bang mot chuong gidi thidu vé linh vuc an toan va an ninh mang, sau d6
duoc to chirc thanh hai phan. Phan thir nhat gdm hai chuong diém lai nhimng kién thirc mat ma
hoc co ban bao gém cc chi dé vé ma hoa ddi xung, mat ma khoa cong khai, xac thuc thong
béo, ham bam, va chit ky s 1a nén tang chung cho cac _ung dung an ninh mang. Phan thir hai
trai dai trong bdn chuong 12 ndi dung chinh cua hoc phan Chung dé cap dén mot loat cac ing
dung va chuan an ninh mang quan trong bao gém hé thdng xac thuc phan tan Kerberos, cac
ching thuc X.509v3, giao thirc an toan giao van SSL/TLS, giao thirc an toan Web HTTPS,
chuén truyén thong an toan SSH, chuong trinh thu dién tor PGP, chuian mé rong khudén dang
thu dién tr S/MIME, va giao thirc an toan tang IP IPSec.

2 Bac 3 Bac 4




6. Ni dung chi tiét mén hec

Chuong 1.

1.1.
1.2.
1.3.
1.4.
1.5.
1.6.
1.7.
1.8.

Chuong 2.

2.1.
2.2.
2.3.
2.4.
2.5.

Chwong 3.

3.1
3.2.
3.3.
3.4.
3.5.

Chuong 4.
4.1.
4.2.
4.3.
4.4,
4.5.

Chuong S.

5.1
5.2.
5.3.
5.4.
5.5.

Chuong 6.

6.1.
6.2.

Chuwong 7.

Gioi thi¢u

Bdi canh

Cac khai ni¢ém an toan thong tin

Kién tric an ninh OSI

Céc tan cong an ninh

Cac dich vu an ninh

Céc co ché an ninh

M0 hinh an ninh mang

Téng quan vé mat ma hoc

M4 hoa d6i xieng va bao mat thong bao
Céac nguyén tic ma hoa dbi xing

Céc giai thuat ma hoa ddi xtng

Céc s6 ngau nhién va gia ngiu nhién

M3 héa ludng va giai thuat RC4

Céc ché d0 hoat dong cua cac giai thuat ma hoa khoi

Mat ma khéa cong khai va xac thuc thong bao
Céc phuong phap xac thyc thong bao

Ham bam va giai thuat SHA

Céc phuong phap ma xac thuc thong bao

Céc giai thuat mat ma khoa cong khai

Chir ky sb

Phén phoi khoéa va xac thue nguoi diung

Phan phéi khoa di xtng sir dung ma héa dbi ximg
H¢ théng xac thuc Kerberos

Phan phdi khoa sir dung ma héa bat ddi xtng

Cac chung thyc X.509

Co s ha tang khoa cong khai

An ninh mirc giao vin
Vén dé an ninh Web
Giao thurc SSL

Chuan TLS

Giao thuc HTTPS

Giao thuc SSH

An ninh thw dién tir

Chuong trinh PGP
Chuin S/MIME

An ninh IP



7.1. Khai niém an ninh IP

7.2. Chinh sach an ninh IP

7.3. Giao thic ESP

7.4. Két hop cac lién két an ninh
7.5. Trao d6i khoa Internet

7. Hoc li¢u

7.1. Hoc liéu bit bude
[1] William Stallings. Network Security Essentials: Applications and Standards, Fourth
Edition. Prentice Hall, 2011.

[2] Vincent Nestler, Gregory White, Wm. Arthur Conklin, and Matthew Hirsch. Principles of
Computer Security: CompTIA Security+ and Beyond, Lab Manual, Second Edition. McGraw-
Hill, 2011.

[3] Mark Ciampa. Security+ Guide to Network Security Fundamentals, Third Edition. Course
Technology, 2008.

7.2 Hoc liéu tham khao

[4] William Stallings. Cryptography and Network Security: Principles and Practice, Fifth
Edition. Prentice Hall, 2010.

[5] Wm. Arthur Conklin and Gregory White. Principles of Computer Security, CompTIA
Security+ and Beyond (Exam SY0-301), Third Edition. McGraw-Hill, 2011.

8. Hinh thirc to chirc day hoc

8.1. Phén bb lich trinh giang day trong 1 hoc ky (15 tuén)

Hinh thirc day S6 tiét/tuan | Tir tudn ...dén tuin... Pia diém
Ly thuyét 3 1-13 Giang duong
Thuc hélnh 3 12-15 Gidng duong
Tu hoc bat budc

8.2 Lich trinh day cu thé

Noi dung giang day ly

Tudn | Tiét Noi dung sinh vién tu hoc

thuyeét/thuc hanh
1
1 2 | Chuong 1 Doc thém chuong 1 trong gido trinh bat bugc cla
Stallings
3
4
, g | Hudng dan lam bai tap | Ty 1am céc bai tap thuc hanh 1.1, 1.3, 2.1 va 6.2 trong
thuc hanh tai liéu cua Nestler et al.
6

3 7| Chuong 2 Doc thém chwong 2 trong gido trinh bit budc cua




8 Stallings.
Ty lam cac bai tap thuc hanh 11.2 va 11.3 trong tai
9 li¢u cua Ciampa
10
4 11
12 R ., . ¢ A
Doc thém chuong 3 trong gido trinh bat budc cua
13 | Chuong 3 Stallings o
Ty lam bai tap thyc hanh 11.1 trong tai li¢u cua
5 14 Ciampa
15
16
6 17 Doc thém chuwong 4 trong gido trinh bat budc cia
Stallings S ‘
18 Tu lam céc bai tap 1y thuyét cudi chuong 4 va tir dé
Chuong 4 thi cac nam trudc
19 Tu lam céc bai tap thuc hanh 4.4 va 4.5 trong tai licu
cua Nestler et al., 12.1, 12.2, 12.3, va 12.4 trong tai
7 20 .
liéu cua Ciampa
21
22
8 23 Poc thém chuong 5 trong gio trinh bat budc cua
24 Stallings S ‘
Chuong 5 Tl_.l‘ Ie:lm (Eéc béli’ tap 1y thuyét cudi chuong 4 va tur dé
25 thi cac nam trudc
Tu lam céc bai tap thuc hanh 8.2, 8.3, va 8.4 trong tai
9 26 lidu cta Nestler et al.
27
28
Hudéng dan lam bai tap , .
10 29 thuc hanh Nop bai tap thuc hanh ctia ndm chuong dau
30
31
11 | 32 | Chira bai tap Iy thuyét L’ém mot sb bai tap 1y thuyét cac chuong 4 va 5 trén
16p
33
34 Poc thém chuong 7 trong gido trinh bit budc cua
12 p Chuong 6 Stallings

Tu lam céc bai tap 1y thuyét cudi chuong 7 va tir dé




36 thi cac nam trude

Tu lam céc bai tap thuc hanh 3.2, 5.3, va 8.1 trong tai

37 liéu cua Nestler et al.
13 38
39 Poc thém chuong 8 trong gido trinh bit budc cua
Stallings , ’ ‘
40 | Chuong 7 Tu lam céc bai tap 1y thuy€t cuoi chuong 8 va tu de
thi cdc nam trudc
14 41 Tu lam bai tap thuc hanh 8.5 trong tai li¢u cia Nestler
etal.
42
43
. Lam mot so bai tap 1y thuyét cac chuong 6 va 7 trén
15 44 | Chira bai tap 1y thuyét | 1gp
45 Nop bai tap thuc hanh cta hai chuong cubi
46 A A N e .
16 Thi cudi ky On tép cdc chuong tir 4 dén 7 trong d6 chi trong vao
47 cac dang bai tap ly thuyét da chira trén 16p

9. Chinh sach doi voi hoe phan va cac yéu cau khac cta gidng vién

Sinh vién ty nguyén chira bai tap 1y thuyét trén 10p, tra 16i nhanh nhat cau hoi thao
luén do gido vién dat ra va c6 y kién, cau hoi hitu ich xay dung bai giang s€ dugc cong
diém thudng vao diém bai tap thyc hanh.

Néu diém thuong bang hodc vuot qua 8 diém thi sinh vién duoc mién hoan toan bai
tap thuc hanh, ty dong dugc 10 diém cho phan danh gia nay.

Tong diém thuong va diém bai tap thuc hanh khong duge vugt qua 10 diém.

Trong budi thi cubi ky, sinh vién dugc st dung moi loai tai lidu gidy (in, photocopy
hodc vié€t), tuy nhién khong dugc st dung cac thiét bi luu trit dién tir nhu may tinh
xach tay, may tinh bang va dién thoai di dong dé tranh trao doi bai.

Sir}h vién nao sao chép hodc ) v cho ban sao chép bai tdp thuc hanh s€ bi 0 diém cho
phan danh gia nay

10. Phwong phap, hinh thirc kiém tra, danh gia két qua hoc tap hoc phin

10.1. Muc dich va trong s6 kiém tra, danh gia

>

Hinh thirc Phwong phap Muc dich Trong s

Danh gia kha nang van

Ty lam ¢ nha theo huéng dung kién thirc hoc

Bai tap thuc hanh dan trén 16p va ndp ba A N I 40%
at tap thue fan an et Jop va nop bao phan vao thuc té cua °
cao viet . a
sinh vién
Panh gia kién thirc, k§
Thi ket thuc hoc phan Thi viét nang sinh vién dat duogc 60%

khi két thiic hoc phan

Tong 100%




10.2. Tiéu chi danh gia
- Tiéu chi danh gia cu thé véi timg dau diém cia hoc phan:

+ Bai tap thuc hanh: Sinh vién thyc hién ddy dua cac budce thuc hanh theo huéng dan trong dé
bai ciia moi bai tap, tra 101 tat ca cac cau hdi bao gom cac cau hoi trong phan hudng dan, cac
cau hoi tu luan va dién tir cudi moi bai tap.

+ Két thac mon: Sinh vién hiéu va van dung duoc céac kién thirc va k§ nang da hoc, chii trong
vao 4 chuong ndi dung chinh v€ an toan va an ninh mang, dac bi€t theo cac dang bai tap da
dugc hudng dan va rén luyén thong qua cac budi chira bai tap trén 16p

- Cu thé viéc danh gia kién thire, k§ ning cua sinh vién theo cac muc dap tng duoc chuan dau
ra, muc kha, muc gioi:

Tuy vao mic d6 hoan thanh cac bai tip va thi cudi ky ma sinh vién s& dugc phan loai thanh
trung binh, kha, va gidi.

- Gioi: Hoan thanh hét cac bai tap thuc hanh (hodc tich cuc tham gia c4c hoat dong trén
16p dé tich lity so diém thudng tuwong ing) va giai quyét tot cau hoi thi vai muc do
hoan thién cao

- Khé: Hoan thanh dugc cac bai tap thuc hanh va lam dugc cac cau hoi thi co ban, chua
giai quyét duge mdt s6 ndi dung kho hodc chua hoan thién

- Trung binh: Con mdt s6 ndi dung chua lam duoc.

10.3. Lich thi va kiém tra

Hinh thitc thi va kiém tra Thoi gian

Bai tap thuc hanh phan 1 Tuan 10

Bai tap thuc hanh phan 2 Tuan 15

Thi cudi ky Theo lich ctia Trudong

Duyét Chi nhiém Khoa Chi nhiém by moén




	7.1. Học liệu bắt buộc



